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BANKING ON YOUR COMMUNITY

bank, it's career

Continuous

Service Improvement

Systems Security Officer

« Values-driven Financial Services Organisation
« Sydney CBD location
« Varied role, small IT team

Your Organisation

Established in 1959, G&C Mutual Bank has since grown to be one of Australia's strongest member-
owned financial institutions. We are a member focussed, values-driven organisation where
member interests are not in conflict with shareholder interests. We make responsible, ethical
decisions that benefit our members and the community, and reinvest our profits to provide better
products and services. Experience the G&C Mutual Bank difference - It's your bank, because you
own it.

Your Opportunity

As part of a small IT function and reporting to the Manager — IT, the role of Systems Security Officer
is to develop, implement and continually enhance IT-related security policies, processes and tools
which protect the organisation’s information assets, including infrastructure, networks and data.

Key aspects of the role include:

Developing and maintaining fit-for-purpose security-related processes, architecture and
guidelines compliant with APRA, ITIL and internal policies developed based on best practice.

Proactively monitoring technology and information assets to minimise the risk of breaches, and
implement fixes where vulnerabilities and / or threats are identified.

Effectively resolving security issues and incidents, identifying and applying fixes, and reporting
incidents / issues to relevant stakeholders.

Making recommendations to the business, and implement as agreed, appropriate tools and
services to protect information assets across internal, vendor and core banking systems, and
through other integration services.

Providing input on information security requirements as part of business improvement and
other project activities.

Conducting regular system audits to ensure the robustness of the information security
framework, including user access.

Supporting DR and BCP activities, and take an active role in PEN testing and remediation.



bank, it’s career

The position operates within a small IT function. As such, there is an ongoing requirement to
provide general IT support across the business as needed. Aspects of IT support include but are not
limited to the core banking system operations, systems and software upgrades, user access and
equipment requirements.

Your Profile

Working organisation-wide as part of a small IT team, you demonstrate excellent interpersonal
skills and a service-oriented demeanour. You have the capacity to work independently and just as
effectively in a team environment.

Your sound judgement ensures you provide well-considered and timely recommendations on
matters within your area of expertise. This includes continuously applying your knowledge as

it relates to the organisation’s day-to-day and projected activities, and engaging with relevant
stakeholders to enhance the organisation’s security profile and awareness. You will have previous
experience in a similar role, preferably gained in the Financial Services industry.

Technically, you will demonstrate sound experience in the following areas:
IT infrastructure devices, systems and applications
NIST, Essentials 8, and Microsoft Azure and Office 365
Networking including switches, routers, WAN / LAN technologies
Anti-virus, email security, VolP and MDM technologies
Helpdesk ticketing systems
Ultradata experience preferred

The position also requires the flexibility to work outside normal business hours. You must have an
unrestricted drivers’ licence and reliable access to a car to facilitate occasional travel to regional and
interstate locations when required.

Your Benefits

We value our employees by providing a range of benefits which you can read about on our
website.

We've built a team that values service, teamwork and integrity, to go above and beyond for

our members. We have a focus on performance and continuous improvement and work
collaboratively to get it right. As a member of the Diversity Council of Australia, we recognise the
benefits that diversity brings to our organisation. We strive toward a collaborative culture which
capitalises on the diverse skills, backgrounds and experiences of our employees.

To express your interest in this position, please click on the appropriate link below.

Find out more about us at www.gcmutual.bank. Go to the Work with us page to view our Privacy
Policy here.

Only shortlisted candidates who meet the above criteria will be contacted.

We’'re ready to help you mutual
1300 364 400 | www.gcmutual.bank &

It's your bank, because you own it. BANKING ON YOUR COMMUNITY
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